Overview
Mollis Group is a multi-cloud security consultancy that helps businesses digitally transform, building resilient, secure

cloud solutions you can trust. Whether it's cloud service design, operating model, data governance, compliance,

security testing or cyber intelligence. We help organisations like yours evolve securely with simplicity #evolvewithus

AMERICAN EXPRESS SMALL BUSINESS CYBER SECURITY WORKSHOP
DISCOUNT OFFER

30% IF BOOKED BEFORE THE 31st AUGUST 2022

15% IF BOOKED BEFORE THE 31st DECEMBER 2022

Whether you know what service you need or want help figuring out the best
solution, we can help.

LET'S TALK! +44 20 8012 8489
charlotte@mollis-group.co.uk tony@mollis-group.co.uk

Infrastructure Security & Compliance Services
Mollis vCISOs provide leadership and guidance to develop and deploy your information security programme. Along

with counsel helping define objectives for information security, and driving strategic security governance, risk and

compliance. Offering direction where historically there are gaps, turning security a concept into a culture.

Resilience
Making organisations more resilient to

cyber security threats.

Cyber Advisory
Designing, implementing and optimising
risk controls to protect the most critical

parts of your business.

Response
Responding to cyber attacks and

organisation crises.

Investigations
Providing business intelligence and

investigative support to help you navigate

contentious situations.

Intelligence
Intel that informs critical decision-making

and strategies.

Deal Advisory
Ensuring you're equipped with business

intelligence you need to make informed
descisions on prospective investments

and partnerships.
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Ethical Hacking

Mollis ethical hackers perform security audits and penetration tests against a range of servers, devices, applications

and protocols.

Network Infrastructure Internal
Routers/Switches, Servers, |oT Devices,

Network Protocols (i.e. Active Directory),

Intrusion Prevention/Detection Systems

Wifi External Wireless Endpoint
Audit the confidentiality, integrity and

availability of your wireless endpoints

Threat Hunting
Ongoing manual skilled threat hunting from

experienced, qualified, certified operatives
° Information leaks
° Vulnerabilities, bugs and
misconfigurations

° Outdated software/patches

Wireless Intelligence Monitoring
Ongoing wardriving detection

° Identification of local wardriving
activities
° Identification of attempted WiFi attack

° Identification of successful WiFi attack

Asset Malware Detection
Ongoing endpoint compromise detection

° Crypto hijacked endpoint detection
° Malware endpoint detection
° Spyware endpoint detection

° Malicious activity endpoint detection

Infrastructure External
Routers, Servers (On-Prem & Cloud), loT
Devices, Target address (IP / URL),

Intrusion Prevention/Detection Systems

Web Application Testing
OWASP Methodology
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Secure Configuration Reviews
Cloud Config Audits, Secure Code Review,

Provider Security Benchmarks, Centre of

Information Security

Mobile App iOS/Android Testing
OWASP Methodology

Dark Net Monitoring
Continuous monitoring for risk & threat identification

Password leaks
Username leaks
Pll leaks

IP address leaks
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Ongoing professional vulnerability monitoring

Industry professional monitoring software
Identifies misconfigurations, outdated software
and bugs!

Performs thousands of independent and cutting

edge security checks!

Certificates
A clean bill of health for compliance records

Darknet leak detection
Wireless attack intelligence
Malware detection

Vulnerabilities & threats

“Security has to be right every time. Yet a hacker only needs to be right once with a

single gap or weak point to slip past your defences like a trojan horse”
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